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SYSTEM FOR ENABLING THE DECODING OF TELEVISION PROGRAMS 
Technical Field 

The present invention relates to a system for enabling 
the decoding of television programs broadcast in encrypted 

or coded form. 
Backgroimd Art 

Broadcast pay-TV is currently provided mainly by 
5 transmitting coded programs and by providing users of the 

service with a corresponding decoder* The user pays an 
initial price for the purchase of the decoder and then pays 
a periodic license or subscription for flat-fee access to 
all the broadcast programs. 

10 It is known that the coding system is essentially an 

encryption in which one or more of the parameters of the 
transmitted signal is processed before being broadcast; the 
decoder performs the reverse process. Coding cmd decoding 
cure therefore linked to a numeric key which is similar to 

15 the encryption keys used in cryptography. 

A first drawback of the above described system is that 
in practice the subscriber pays for the availability the 
service, not for its actual use: the intensive user pays a 
low price for each program, whereas the occasional user pays 

20 an excessive price that can lead him to renounce the entire 
service. 

Another severe drawback is that the operator of the 
service must have full control over the sale of decoders, 
as each sale must be matched by the activation of a 
25 subscription contract. This entails maintaining a complex 
and extensive network for controlling the points of sale. 

However, the most severe drawback from the point of 
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view of the service operator is that the decoders might be 
duplicated illicitly by external orgsmizations and marketed 

illegally. The owners of such "pirate** decoders can in fact 
access the encrypted programs for free and indefinitely 
5 without having to pay the corresponding license and without 
ever being identifiable. 

Accordingly, it would be desirable to provide decoded 
programs to users individually and selectively, that is to 

say, obtaining from the individual user his approval for 
10 viewing the individual program each time, selectively 

eneUdling his decoder and charging him the corresponding 
price. 

Disclosure of the Invention 

The aim of the invention is therefore to provide a 

system that allows this selective and individual decoding 
15 enabling. 

This aim and other objects and advantages which will 
become apparent from the continuation of the description are 

achieved by the invention with a system for enabling the 
decoding of television programs as defined in the appended 

20 claims. 

Brief description of the drawings 

The invention is now described in greater detail with 
reference to a preferred embodiment, given by way of non- 
limitative example and shown in the accompanying drawings, 
wherein: 

25 figure 1 is a block diagram of a preferred embodiment 

of a decoding enabling system according to the invention; 
and 

figure 2 is a block diagram that shows how a system 
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according to the invention is included operationally in a 
network for communication with a television station. 

Ways of carrying out the invention 

It is known that networks for interconnecting user 
outlets, or wire pairs, connected to the exchanges, and an 
5 independent telematic network are among the services 
currently offered by public telephone systems in some 
countries. The signals that originate from telephone users 
and are meant for the telematic network are supplied to the 
wire pair after being modulated over a carrier frequency 

10 outside the voice range, with a method known as "overvoice 
transmission", so as not to interfere with the normal use 
of the telephone. This interconnecting network includes 
exchange equipment located in the exchemges of the public 
telephone system to receive and demodulate the overvoice 

15 messages, decode at least the part of the message that 
identifies its destination, and then send the message on the 
external telematic network, where the message is routed to 
the receiving party. Likewise, the signals transmitted in 
the opposite direction travel in the same way. 

20 An interconnecting network such as the one described 

above has been installed for example in Italy by Telecom and 

is known as "Argotel". 

According to the present invention, the decoder 
associated with the television set of the user to decode the 
25 encrypted television signal is provided with an overvoice 
modem which is connected to the "Argotel" telematic network 
by means of the home telephone wire pair of the user, so as 
to receive an enabling signal from a television station 
which is connected to said telematic network. The user, 
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again by means of the overvoice modem, can send to the 
television station a signal that approves the enabling of 

the decoder and thus the charging of the service to his 
account. Enabling furthermore occurs preferably by sending 

5 an approval key which is specific for the individual user 
and is linked to a code that is hardwired into his decoder, 
as explained hereinafter. This obviously makes it impossible 
to use illegal decoders, since the enabling signal sent by 
the exchamge is a fiinction of the code that is hardwired or 
10 stored in the decoder and varies with each individual user. 

In figure 1, a decoder 10 is connected to an antenna 12 
so that it ccui receive an encrypted television signal, 
decode it by using a decoding key CHD received at an input 
14, and apply the decoded television signal to a television 

15 set 16. 

A user telephone wire pair 18 is furthermore connected 
to a telephone exchcinge, not shown, £md through said 
exchange also to an "Argotel" telematic network, which is 
also not shown. The telephone wire pair 18 is connected not 

20 only to the conventional telephone set 20 but also to €ui 
overvoice modem 22 which is also known as overvoice terminal 
(TOV) and is per se known. The TOV has an output 24 on which 
it can output a signal that arrives from the telematic 
network and consists of a decoding ensQdling code AD; the TOV 

25 22 also has an input 26 on which it can receive a signal 
that consists of a user identification code lU to transmit 
it to the telematic network as part of a message to be sent 
to a television station according to a preset protocol which 
is not part of the present invention. Said user 

30 identification code lU is contained in a ROM 30 and can be 
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tremsferred to the input 26 of the TOV 22 by means of a port 
32 that can be enabled by an infreured-ray sensor 34 when it 

receives an approval signal from em infrared-ray remote 
control 36 which can in turn be operated by the user by 

5 means of a keyboard. The remote control 36 is preferably 
produced in portable form, so that it ceui be easily be held 
in the hand by the viewer during use (so-called handheld 
format) and can be integrated with the conventional remote 

control of the television set 16* 
10 The output 24 of the TOV 22 on which the enabling code 

AD is output is connected to a first input of a combiner 
circuit 38 which has a second input that receives a personal 

user code PU from a ROM 40. The combiner circuit 38 is 
configured so as to combine the eneU^ling code AD received 

15 from the TOV with the personal user code PU according to a 
preset arbitrary algorithm, so as to provide, on an output 
41, a decoding key CHD which is applied to the decoder 10. 
The operation of the decoding system shown in figure 1 

is now described with reference to figure 2. 
20 In figure 2, the decoding system which is surrounded by 

a dashed line in figure 1 is generally designated by the 
reference numeral 50 and is connected to the television set 

16, with which a remote control 52 is associated; said 
remote control also includes the functions of the remote 
25 control 36 of figxire 1. The system receives, by means of the 
receiving antenna 12, a television program transmitted by a 
television camera, not shown, by means of a broadcasting 
antenna 56. The television station furthermore has a 

computer 58 which is connected to a telematic network i for 
30 example the "Argotel" packet-switching network, 
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schematically designated by the reference numeral 60. The 
"Argotel" network is linked to the telephone system 62 in a 

per se known manner. 

Before the encrypted program begins, the television 

5 station broadcasts on television an uncoded message 
regarding the program about to be broadcast, inviting 
viewers to accept it, that it so say, signal their approval 
for purchase. If the user accepts, he operates the remote 
control 36 to energize the sensor 34 and enable the transfer 

10 of his identification code lU from the ROM 30 to the TOV 22 
and thus to the telephone wire pair, as part of an overall 
message, based on a known protocol, that finally reaches, 
over the telematic network 60, the computer 58 of the 
television station. The computer records the message, checks 

15 the user's credit by charging the service to his account, 
and finally sends over the telematic network 60 a reply 
message which is addressed to the user and contains an 
enabling code AD that is specific for that user. The TOV 22 
receives the message and outputs the enabling code AD on its 

20 output 24, and therefore on the first input of the combiner 
circuit 38, which combines said code with the personal user 
code PU supplied by the ROM 40, according to a preset 
algorithm. The enabling code AD is chosen by the station so 
that the decoding key cam used by the decoder 10 to decode 

25 is generated when the enabling code AD is combined with the 
personal user code PU according to the selected algorithm. 

The ROMs 30 and 40, which are shown separately in 
figure 1, are in practice a single data memory, for example 
in the form of an integrated circuit which is enclosed in a 

30 cartridge or card that can be inserted in a connector of the 
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apparatus r euid is delivered to the user when he approves the 
subscription contract. As an alternative, the apparatus may 

be provided with a reader for cards with magnetic bands and 
the codes can be recorded on a corresponding card. Or, also, 
5 the codes cem be written in the integrated circuit of a 
chip-card. In the case of the magnetic-band card or of the 
chip-card, said cards can also act as credit cards and also 
include data related to the user's credit. 

It is evident to the expert in the field that the 
10 structure and operating method of packet-based telematlc 

networks, and particularly of the "Argotel^ network, allow 
to deal with considerable peaks of demand without 
overloading. In other words, these networks are well-suited 
for meeting requests for the purchase of television 

15 programs, which are necessarily concentrated in short 
periods shortly before the individual programs, especially 

those most appreciated by viewers. 

The invention offers several advantages with respect to 

known forms of encrypted pay-TV, including: 
20 a) the viewer only pays the charge for the desired 

programs, and the comual cost of the service for that viewer 
is proportional to actual use; 

b) it is no longer necessary to keep control over 
decoder sales, which can indeed be fully liberalized; when 

25 he registers as a stobscriber at the television station, the 
user receives a card or cartridge which contains his 
personal codes as described above and must be inserted in 
the decoder; 

c) the possibilities of fraud are siibstantially 
30 eliminated: even if a fraudulent user managed, by chance or 



wo 95/17796 



8 



PCT/EP94/04195 



by spying, to learn the decoding key in a given case, with 
the system according to the invention the key can be changed 

at £my time, from one program to the next, or even during 
the same program. 

5 A preferred embodiment in a simplified form has been 

described emd can be modified and changed in many ways by 
using means that are known to the expert. For example, the 
television station might send a single enabling message that 
includes a validity period or send two messages in sequence, 
10 one for enabling decoded viewing on the part of the user and 

one for disabling it. Purchase approval might furthermore be 
given not by a remote control, but with a button on the 
decoder cabinet, optionally protected by a key or controlled 
with a credit card. The encoding or encryption methods may 

15 also be any of the several known ones in which the algorithm 
includes a decoding key. It is also evident that the 

teachings of the invention can also be applied by 
tremsmitting the user approval messages and the decoding 

enabling messages from the television station over the 
20 conventional dial-up telephone network instead of at 

overvoice frequencies: this solution might be preferable in 
particular cases. In general, the operating methods may be 
developed or improved on the basis of the described 
principle. 
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CIAIMS 

1 1. System for enabling the decoding, at a user's 

2 location, of television programs broadcast by a station, 

3 characterized in that it comprises: 

4 - a decoder (10) which is adapted to receive a coded 
^ television signal and to decode it by processing based on a 
6 digital decoding key (CHD) which can be applied to one of 
'7 its inputs; 

s - an overvoice modem (22) which can be directly 

9 connected to a user telephone wire pair which is connected 
10 to an overvoice network (62) for connection to a telematic 

network (60) to which a computer (58) of the television 

12 station can be connected; 

13 - permement memory means (30, 40) for storing at least 

14 one user identification code (lU) and a personal user code 

15 (pu); 

16 - control means (32) for activating said modem so that 
it sends a message in overvoice, said message being directed 

18 to said computer (58) of the television station and 
Id containing said user identification code, in order to cause 

20 said computer (58) to send an overvoice message which is 

21 directed to said overvoice terminal (22) and contains a 

22 decoding enabling code (AD); and 

23 - a combiner circuit (38) for combining, according to a 

24 preset algorithm, the personal user code (PU) with said 

25 decoding enabling code (AD) obtained from said user 

26 terminal. 

1 2. Decoding enabling system according to claim 1, 

2 characterized in that said control meems are constituted by 
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3 a port (32) between said permanent memory means (30) and an 

4 activation input (26) of said modem (22) and in that said 

5 port (32) can be activated by the user. 

1 3. Decoding enabling system according to claim 2, 

2 characterized in that said port (32) can be activated by an 

3 infrared-ray remote control (36) which is suitable to 

4 activate an infrared-ray sensor (34) connected to a port 

5 eneddling input. 

^ 4. Decoding enabling system according to claim 3, 

2 characterized in that said remote control (36) is provided 

^ in hemdheld size. 

1 5. Decoding enabling system according to claim 3 or 4, 

2 characterized in that said remote control (36) is integrated 

3 in a remote control (52) for activating the functions of a 

4 television set. 

1 6. Decoding enabling system according to one of claims 

2 1 to 5, characterized in that said permanent memory meems 

3 (30,40) are constituted by a ROM. 

1 7. Decoding enabling system according to one of claims 

2 1 to 5, characterized in that said permanent memory means 

3 (30,40) are constituted by a magnetic card or by a chip* 

4 card. 

1 8. Decoding enabling system according to one of claims 

2 1 to 7, characterized in that said control means (32) 

3 comprise a magnetic card or chip-card reader. 
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